Now everything is OK - Windows Task Manager shows our service and two BCWipTM processes initiated by the
service:

a

12 Windows Task Manager @

File Options View Help
Applications | Processes |Servioe5 | Performance | Metworking | Users |
-
Image Mame User Mame CPU  Memory (... Description =
! sudiodg.exe LOCAL ... 00 9,876 K Windows Audio Device Graph Isolation
BCResident. exe *32 jul 0o 630 K BCResident
beveserv.exe *32 SYSTEM oo 276K BestCrypt Volume Encryption Service
= S ]
BCWipeSve.exe =32 SYSTEM BCWipe service
BCWipeTM.exe *32 SYSTEM i} 1,640 K BCWipeTM
BCWipeTM.exe *32 SYSTEM oo 2,352K  BCWipeTM
mhcnc Jur U LT =
CSrS5,eXe SYSTEM 0o 768 K Client Server Runtime Process
CBrSs.exe SYSTEM 02 1,456 K Client Server Runtime Process
dihost.exe SYSTEM 0o 432K COM Surrogate
dwm.exe jul oo 292K Desktop Window Manager
explorer.exe jul oo 11,504 K Windows Explorer
GWXY.exe jul o0 320K GWX
iexplore.exe jul 0o 5,868 K Internet Explorer
iexplore.exe *32 jul o0 23,452 K  Internet Explorer
lsass.exe SYSTEM 0o 2,292 K Local Security Authority Process
lsm.exe SYSTEM oo 716K  Local Session Manager Service
mmc. exe jul 0o 9,436 K Microsoft Management Console
msdtc.exe NETWO... 00 360K Microsoft Distributed Transaction Coordinator ... =
4 I | »
Show processes from all users
Processes: 55 CPU Usage: 4% Physical Memory: 54 %

| open GUI application of BCWipeTM - BCWipe Task Manager and create a wiping task. You see that 3d
'BCWipeTM process appeared. BCWipe sends the warning message about Restore Points.

== WIngows |ask Manager T L i
File Options View Help
Applications | Processes | Services | Performance | Networking [ Users |
Image Name User Name CPU  Memory (... Description I;I
audiodg.exe LOCAL ... 00 9,816 K  Windows Audio Device Graph Isolation
BCResident. exe 32 jul oo 668K  BCResident
bcveserv.exe =32 SYSTEM 00 276K BestCrypt Volume Encryption Service =
bevetray. exe =32 SYSTEM 00 324K BestCrypt Volume Encryption Tray
BCWipeSvc.exe *32 SYSTEM 00 2,180 K BCWipe service
BCWipeTM. exe =32 SYSTEM oo 1,640K BCWipeTM
BCWipeTM. exe *32 jul 00 3,720K  BCWipeTM
BCWipeTM.exe *32 SYSTEM 00 2,288K BCWipeTM
conhost.exe jul 00 212K Console Wwindow Host
CSrss EXe SYSTEM a0 768K  Client Server Runtime Process
SYSTEM 00 1,456 K  Client Server Runtime Process
g 5 } i
& Wipe free space @ EI-@ SYSTEM oo 416K COM Surrogate
-] jul oo 292K Desktop Window Manager
q Wipe free space | Schedule | Wipe options | Log file | jul 00 10,948 K Windows Explorer
jul oo 316K GWX
n Local drive list: i
— ]u: oo 5,928 K Internet Explorer
Name File system Free Total  Reseved K o PRAWE | St Dl
o SYSTEM oo 2,148K  Local Security Authority Process
&Ly Local Disk (c) g A s, A E— ) - @ a0 712K  Local Session Manager Service |E|
[ s Local Disk (E:) NTFS 15.5GE 40.0  Attention! - D
BCWipe has detected existing Restore Points created by
Windows System Protection, They contain shadow copies of
deleted files.
All related Restore Points will be deleted automatically when 57%
the task is started.
Show this message next time.
4| [

[T select all Manage Reser

Exdude and hide:
[] System drive Removable drives

[T Mon-system local drives

Estimated time: 10 minutes
&=

Wiping Task is successfully created. BCWipe Task Manager:



-

158 Windows Task Manager EI@

File Options View Help
Applications | Processes | Services IPerFormanoe INetworldng I Users |

2 —
Image Name User Name CPU  Memory (... Description IL'
BCResident.exe *32 jul [a]4] 540 K BCResident
boveserv.exe 32 SYSTEM [a]] 276 K BestCrypt Volume Encryption Service
bovetray.exe *32 SYSTEM [a]] 324K BestCrypt Volume Encryption Tray =
BCWipeSvc.exe *32 SYSTEM ag 2,168 K BCWipe service
BCWipeTM.exe =32 SYSTEM Qg 1,640 K BCWipeTM
BCWipeTM.exe =32 jul g 4,004K BCWipeTM
BCWipeTM.exe *32 SYSTEM Qg 3, 744K BCWipeTM
conhost.exe jul [a]] 212K Console Window Host
CErss5, eXe SYSTEM [alu] 772K Client Server Runtime Process
CSrss. exe SYSTEM a2 1,456 K Client Server Runtime Process

£¥3 BCWipe Task Manager [non-Administrator mode) [

Tasks Tocls Help
o

§-X L& b @

Task name Schedule Mext execution time Status

Wipe internet history Is not assigned

| start the task by clicking the toolbar button. After several seconds (according to our debug, when vssadmin is
used to delete Restore Points) all BCWipeTM processes are killed:

1% Windows Task Manager EI@
File Options View Help
Applications | Processes | Services I Performance I Metworking I Users |
-~ —
Image Mame User Mame CPU  Memory (... Description |;|
audiodg.exe LOCAL ... [an] 9,856 K Windows Audio Device Graph Isolation
BCResident.exe *32 jul [a]] 640 K BCResident
boveserv.exe =32 SYSTEM oo 276 K BestCrypt Volume Encryption Service =
bovetray. exs =32 SYSTEM [ofs] 324 K BestCrypt Volume Encryption Tra
I BCWipeSvc.exe *32 SYSTEM 8] 2,150 K BCWipe service I

conhost.exe jul [a[s] 212K Console Window Host
CSrss.exe SYSTEM (alu] 800K Client Server Runtime Process
CSr5s. 8N SYSTEM 02 1,964 K Client Server Runtime Process
dilhost.exe SYSTEM oo 1,298 K COM Surrogate
dwm.exe jul [a]] 328K Desktop Window Manager
explorer.exe jul [ao] 12,232 K Windows Explorer
GWX.exe jul oa 320K GWX
lsass.exe SYSTEM ao 2,116 K Local Security Authority Process
lsm.exe SYSTEM [a]n] Fe0 K Local Session Manager Service
mmc. exe jul [a]] 9,964 K Microsoft Management Consale
msdtc.exe METWO... oo 360 K Microsoft Distributed Transaction Coordinator ...
mspaint.exe jul [ [u] 31,692K Paint
MsSpellCheckingFadility .exe jul oo 1,796 K Microsoft Spell Checking Fadility
SearchFilterHost. exe SYSTEM [a]s] 2,088 K Microsoft Windows Search Filter Host |E|
a | T ] »

Show processes from all users Bl Broceas

Processes: 57 CPU Usage: 1% Physical Memory: 57%




Now, If | try to run BCWipe Task Manager again, | get the message:

1% Windows Task Manager EI@

File Options View Help
Applications | Processes |Ser‘ui::es | Performance | Metworking | |Isers |

=
Image Mame User Mame CPU Memory (... Description =
audiodg.exe LOCAL ... 0o 10,044 K Windows Audio Device Graph I
BCResident.exe *32 jul 0o 1,128 K BCResident
bovesery.exe =32 SYSTEM oo 276K BestCrypt Volume Encryption £
bovetray.exe =32 SYSTEM oo 428K BestCrypt Volume Encryption T
BCWipeSvc.exe *32 SYSTEM ao 2,136 K BCWipe service E
conhost.exe jul oo 212K Console Window Host
CErss. exe SYSTEM 0o 243 K Client Server Runtime Process
CSr55.eXE SYSTEM 0o 1,560 K Client Server Runtime Process
dlhost.exe jul 0o 2,252K COM Surrogate
dlhost.exe SYSTEM 0o 1,244K COM Surrogate B
dwm.exe jul oo 1,148 K Desktop Window Manager
explorer.exe jul oo 22,176 K Windows Explarer
GWX.exe jul ao 312K GWX
C:\Program Files (x86)\Jetico\BestCrypt\BCWipeTM.exe
| Windows cannot access the specified device, path, or file. You may not have the appropriate
y = ; b
permissions to access the item.
spoolsy, Exe SYSTEM oo 1,400 K Spooler SubSystem App
avrhinet ava 1 Al [ & JEN K Hret Praceas far Windmwe Sam
1 | 1] [ b
Show processes from all users Eriil Brojesas

Processes: 50 CPU Usage: 0% Physical Memory: 56%




